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(57) Abstract 

A communications nctworic (10) is provided that allows for secure, dynamic communication between business nodes of the network. 
The business nodes of the network arc coupled over the global Internet (35). The useis at the business nodes are able to transmit and 
receive data to and receive data from a central web server (32). The web server (32) accesses data stored in a legacy mainframe database 
(22) and populates the data fields of web page templates with the stored data. The user of the conununications network is able to access 
customer-specific informadon over dynamically updated web pages. The web server includes a firewall for preventing unauthorized access 
to the data maintained in the network (10). 
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VIRTUAL PRIVATE COMMUOTCATIONS NETWORK AND METHOD FOR 
SECURE BUSINESS TO BUSINESS COMMUNICATION 

R ArKGRQUND OF THE INVENTION 

5 Although the communications needs of a modem corporation may vary 

widely, all corporations value communications networks in which communication between 
the business nodes of the corporation is accomplished inexpensively and securely. The 
need for inexpensive and secure communications networks is heightened for those 
companies having numerous geographically separated offices or divisions that must be in 

10 frequent communication with one or more central operating facilities. One example of a 
business industry requiring an inexpensive and secure communications networks is the 
direct broadcast satellite industry. In the direct broadcast satellite industry, a central 
communications facility may have to be in near-constant communication with the numerous 
operating entities that make up the direct broadcast satellite provider's sales channels. 

15 In the case of a direct broadcast satellite provider, a distribution channel is 

the channel through which sateUite broadcast services are sold to consumers. The 
distribution channel of a direct broadcast satellite provider may also comprise the channel 
through which maintenance services are provided to customers. As an example, the 
distribution channel for a direct broadcast satellite provider may include nationwide retail 

20 . outlets at which sales professionals attempt to market the provider's sateUite broadcasting 
services to the store's consumers. The distribution neUvork may also include direct sales 
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agents that work in the field and make direct sales calls in an attempt to maiket the 
provider's satellite services. 

In addition to retail outlets and direct sales agents, the distribution channel 
may also include a network of master agents and subagents. The role of the master agent 
5 is to be responsible for the operation and management of the subagents. Each master agent 
is responsible for dozens of subagents. There are often many more subagents than master 
agents, each subagent being assigned to a single master agent. A subagent is often a local 
retail outlet that may maiket satellite broadcast services, in addition to other services. The 
subagent differs 6om the nationwide retail outlet discussed above in that each subagent is 

10 often a local retail outlet and not a nationwide chain of retail stores. In addition to 
marketing the satellite broadcasting service, the subagents also arrange to solve the 
maintenance problems of customers who have previously purchased the satellite 
broadcasting service. As part of their lesponsibilities, master agents report to the corporate 
headquarters on the operation of the subagents. 

1 5 EstabUshing a secm-e and inexpensive communications channel between the 

corporate headquarters and the master agents and subagents is an important aspect of the 
satellite broadcast provider's ability to sell its services to new subscribers and manage its 
existing subscribers. Known communications networks for conununicating between the 
corporate headquarters, master agents, and subagents may have involved the use of a 

20 variation of a dial-up telephone network in which telephone operators located at the site of 
the master agent or the corporate headquarters record the activity of the subagents or master 
agents. Other prior networks for providing such commimications may have involved the 

-2- 
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iise of leased Tl or other high-speed telephone hnes for establishing a connection between 
the corporate headquarters, master agents, and subagents. These alternatives have 
disadvantages, however. The use of a dial-up telephone network may involve significant 
human interaction, necessarily raising the operating expenses of the network. Similarly, 

5 leased Tl hnes are expensive and may require the establishment of a dedicated electronic 
network at the corporate headquarters. 

Further, establishing a secure, inexpensive, and versatile communications 
link between a satelhte broadcast provider's direct sales agents and its central facihty, 
where its call center may be located, is a necessary component for establishing an efficient 

1 0 sales force automation program. Sales force automation generically describes the method 
by which direct salespeople are quickly and efficiently transferred customer inquiries for 
fijTther processing. To best complete a sale, it is often usefixl to have the direct sales agent 
contact the customer within twenty-four hours of the customer making contact with the 
direct broadcast provider's call center. Further, once the direct sales agent is able to reach 

15 the customer, it is desirable that the direct sales agent be able to place and confirm the 
customer's order with the direct broadcast provider's central facility before leaving the 
customer's premises. Known sales force automation techniques often involve dedicated 
electronic networks or require that the customer communicate fiirther with the call center 
or central facility after having been contacted directly by the direct sales agent. 

2a SU MMAR Y Q F TTO INVENnON 

The conununications network of the present invention provides for secure, 
dynamic, versatile commimication between a plurality of business nodes. The users at the 

-3- 
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business nodes transmit requests for data to a central web server. The web server accesses 
data stored in a legacy mainframe database and populates the data fields of web page 
templates with the stored Hflta In this manner, the user of the communications network is 
able to access customer-specific infonnation over dynamically updated web pages. The 
5 web sQ^er includes a firewall for preventing unauthorized access to the data maintained in 
the network. 

The data stored in the legacy mainfirame database is transferred to the data 
fields of the web pages by initiating an access of the data by a mainfiMie database 
computer terminal running an emulator program. After this data has been accessed by the 

1 0 emulator tCTninal, an application servCT screen scrapes the data to a database server. From 
the database server, the web server retrieves the data and places the data in the data fields 
of the web pages to be displayed to the user. If data is to be transmitted firom a user to the 
mainfi:ame database, the user first enters the data to be stored in the mainfiame database in 
the data fields of a web page displayed by the web server. The web server transfers this 

1 5 data to the database server. The appUcation server takes the data &om the web server and 
performs a screen paste appUcation to the emulator terminal, which subsequently appUes 
the data to the mainframe database. 

Therefore, it is an object of the present invention to provide a 
communications network that provides for secure, low-cost access to dynamically c ha n ging 

20 data by use of dynamically changing web pages accessed over the global Internet. To the 
user, the communications networic of the present invention resembles a private, virtual 
network. Although the user is aware that the global Internet is used as the communications 



3 



3 



wo 99/28821 PCT/US98/25242 



medium, communication over the network is secure and is accomplished without extensive 
investment into the infrastructure of a dedicated electronic communications network. It is 
a further object of the invention to provide a means for formatting and transmitting data to 
and from the data fields of the web pages of the present invention and the legacy 
5 mainframes used to store data for use in the system* 
PgSCRIFTION OF THE DRAWINQS 

For a more complete understanding of the present invention and advantages 
thereof, reference is now made to the following description taken in conjimction with the 
accompanying drawings, in which like reference numbers indicate like features and 
10 wherein: 

Figure 1 is a diagram of an embodiment of the communications network of 
the present mvention, including a depiction of the master agent/subagent hierarchy. 

Figure 2 is a diagram of the hardware architecture of the communications 
network of the present invention; 
15 Figures 3a and 3b are flow charts of data access for display in the 

communications network of Figure 1; 

Figures 4a-4d are diagrams of a web page containing customer information 
displayed by the communications network of the present invention; 

Figure 5 a is a flow chart of the handling of trouble calls by the 
20 communications network of the present invention; 

Figure 6 is a diagram of a web page depicting trouble call information 
displayed by the communications network of Figure 1; 
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Figure 7 is a diagram of an embodiment of the communications network of 
the present invention, including a depiction of the area sales manager/direct sales agent 
hierarchy; 

Figure 8 is a diagram of a web page depicting sales lead information for 
5 prospective customers of the direct satellite provider, 

Figure 9 is a diagram of a web page depicting detailed information for a 
prospective customer of the direct satellite provider, and 

Figure 1 0 is a flow chart of the flow of data in the communications network 
of the present invention upon the request by a direct sales agent of a customer activation 
10 screen. 

DETAILED DESCRIPTION OF THE TNVENTIQN 

Figure 1 is a d^iction of the reporting hierarchy of one embodiment of the 
communications network of the present invention. The commtmications network of the 
present invention is indicated generally at 10. The reporting hierarchy of the master 
1 5 agent/subagent sales distribution channel is shown in Figure 1 . A distribution channel is 
the means by which products, in this case satellite programming services, are sold to 
customers. The communications network 10 includes a corporate headquarters 12. 
Reporting to corporate headquarters 12 are a plurality of master agents 14, and reporting 
to each of master agents 14 are a plurality of subagents 16. The communications network 
20' 10 of the present invention provides a conmiunications link between the corporate 
headquarters 12, master agents 14, and subagents 16, each of which comprise the business 
nodes of communications network 10. In the depiction of communications network 10 of 
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Figure 1, four master agents 14 and eight subagents 16 are shown, there being two 
subagents 16 per master agent 14. There may, however, be more or fewer master agents 
or subagents at particular locations in the network depending on the particular configuration 
of the network, which may be adjusted to accommodate business demands. There may be 

5 more or fewer subagents per master agents depending on the business needs of the sales 
distribution channel. It is anticipated, for instance, that there may be 50 to 500 subagents 
per master agent, and four or more master agents, depending on the size of the sales 
distribution channel. 

A communications link 18 is provided between each of the corporate 

10 headquarters 12, master agents 14, and subagents 16. The communications link 18 of the 
invention is an Intemet communications link. The technical advantage provided by the 
Internet communications link 1 8 is the provision of a secure, inexpensive communication 
link between each of the busmess nodes in network 10. In some cases, communications 
link 18 will comprise a dedicated telephone line but may also comprise a wireless 

15 connection, where applicable. To access the communications network 10, each user of the 
network 10, whether a master agent 14, a subagent 16, or a user in the corporate 
headquarters 18. must have access to a digital computer for accessing the Intemet. The 
digital computer may comprise any variation of personal computer, including traditional 
desktop computers, portable computers, pahn top personal computing devices, or any other 

20 device able to access the global Intemet. fa addition, each user must have standard Intemet 
access software and a means of reaching the fatemet through an Intemet access provider 
such as America Online (AOL), for example. 

-7- 
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Shown in Figure 2 is a diagram of the hardware architecture 20 of 
communications network 10. The customer data of the sateUite broadcast provider is 
maintained on one or more mainframe databases indicated at 22. The custom©: data may 
comprise, for example, the personal data of the customer (account number, name, address, 

5 telephone number, etc.) and the customer's account history (first service date, service 
history, programming choices, programming history, etc.). Mainfirame database 22 may 
store the customer data on one or more data storage devices. Mainframe database 22 and 
its associates storage devices comprise a so-called legacy networic. Legacy networks or 
legacy systems are those systems that use an embedded technology pktform that is not 

10 compatible with the technology and standards ofexisting data networks. Legacy systems 
are often still a component of modem data processing and communications networks 
because of their large embedded base of stored data. To accommodate legacy mainframe 
database 22, hardware architecture 20 mcludes a System Network Architecture (SNA) 
server 24, which permits a standard microcoit^uter to nm an emulator application program 

15 to retrieve data from and apply data to the mainframe database 22. SNA server 24 is 
coupled to mainframe databases 22 over a suitable communications line 26, which may 
comprise a Tl line or another conmiunications link having an adequate communications 
bandwidth. 

The mainframe emulator application program running on SNA server 24 
20 allows a standard microcomputer (not shown) to act as a mainframe terminal computer for 
mainframe database 22. Coupled to SNA server 24 is an appUcation server 28. A software 
^hcation, Amazon, a product of IntelUgent Environments of Burlington, Massachusetts 

-8- 
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on application server 28. Amazon performs a figurative screen scraping and screen pasting 
function in conjunction with data to be retrieved Scorn or applied to mainftame database 22. 
A screen scraping function occurs when a software application retrieves data that has been 
retrieved firom a mainftame database by a mainfirame computer tCTininal. A screen pasting 
5 function occurs when a sofbvare application ^plies data to a mainftame computer terminal 
to be q)plied to a mainftame database. As an example, when data is to be retrieved from 
mainframe database 22, SNA server 24, running an emulator application program, issues 
a command to mainframe database 22 to retrieve the requested data. Once the data is 
retrieved by SNA server 24, Amazon, running on application server 28, scrapes the data 
10 fields of the mainframe emulator running on SNA server 24. If data is to be applied to 
mainftame database 22, the process is reversed. Amazon, running on application server 28, 
pastes data to the data fields of the mainfirame emulator running on SNA server 24. Data 
retrieved &om mainftame database 22 by SNA server 24 and application server 28 is stored 
in an SQL database server 30. Coupled to SQL database server 30 is web server 32. 
15 As described, the business nodes of communications network 1 0 are coupled 

to one another by Internet communications links. The global Intemet is indicated generally 
in Figure 2 at reference numeral 35. The communications network of the present invention 
includes a web site. The web site includes a number of individual, linked web pages. The 
screen templates for the Intemet web pages of the web site reside on web server 32. Also 
20 residing on web server 32 is the software application Cold Fusion, a product of Allaire of 
Cambridge, Massachusetts. Cold Fusion populates the data fields of the web sites of 
communications network 10 by retrieving data stored in SQL database server 30 and 
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placing that data in the appropriate data fields in web screen templates stored on web server 
32. 

Coupled to web server 32 is firewall server 34. Firewall server 34 acts as 
a security device and prevents unauthorized access to the communications network 10 and 

5 web server 32 by unauthorized web surfers. Coiq)led to firewall server 34 is domain name 
service (DNS) server 36, which routes Internet users entering an 25)propriate IP address to 
the home page of the web site of communications network 10. DNS server 36 is coupled 
to the Internet and defines the web site of the satellite broadcast provider to the Internet. 

When a master agent 14 or subagent 16 desires to transmit or receive 

1 0 information by means of the communications network 10 of the present invention, the user 
first starts his or her personal computer, initiates the Intemet browser apphcation residing 
on his or her personal computer, and logs on with his or her Intemet service provider. The 
user next locates the home page of the web site of communications network 10. Upon 
receiving a request fit)m the user's browser to access the IP address of the web site for the 

1 5 communications network 10, DNS server 36 routes the user to firewall server 34. Firewall 
server 34 displays a web page log on screen that prompts the user to enter his user name and 
password. Upon verifying the user name and password, the user is allowed to enta: the site. 
The access control provided by the firewall server 34 allows only authorized users to acc^ 
the web site of conununications network 10, preventing unauthorized users bom accessing 

20 the sensitive customer and product information stored in SQL database server 30 and 
mainfirame database 22. With reference to Figures 3a and 3b, after the user enters his name 
and password at step 302. firewall server 34 determines whether the use is granted access 

-10- 
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to the web site (step 304). If the user is not granted access to the site, communications 
network 1 0 rejects the attempt by the user to access the web site (step 306). If the user is 
granted access to the site, control is passed to web server 32. 

If it is determined that a user is allowed access to the web site of 

5 communications netwoik 1 0, the user may request that certain data or information be passed 
to the user over communications network 10 (step 308). For example, a subagent may 
request the account history of a particular customer. At step 310, after the user has issued 
an information request, web server 32 next identifies the scope of the user's access 
privileges. A user's access privileges govern the range of information that the user may 

10 access over communications network 10, and the information updates that the user is 
allowed to enter over conunutiications network 10. Generally speaking, a corporate user 
at corporate headquarters 1 2 will have greater access privileges than will a master agent 14, 
and a master agent 14 will have greater access privileges than does a subagent 16. A 
corporate user will be able to access information concerning each master agent 14 and 

1 5 subagent 1 6 in the sales distribution channel. A master agent 1 4 will be able to access data 
and information concerning its own operations as well as those of subagents 16 under the 
supervision of master agent 14. A subagent 15, in contrast, will generally only be able to 
access data and information for its own operations. For example, while a master agent 14 
may access data and information concerning customers being served by each of the 

20 subagents 16 under his control, subagent 16 can only access data and information regarding 
his own customers, and not those of other subagents 16. If the user's request is not within 
the user's access privileges, the request is rejected (step 3 12). 

-11- 
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If a user's request is within his access privileges, processing continues in 



step 3 14 in which web server 32 determines the appropriate web page for displaying the 
data to be retrieved to satisfy the user's request The web pages of the web site of the 
conmiimication networic are a series of templates, each having empty data fields. A sample 
5 web page of communications networic 10 is depicted in Figures 4a-4d Note that in the 
sample web page of Figure 4, the data fields are not blank, but rather have akeady been 
filled in with data, a process that will be described in more detail below. Figures 4a-4d 
comprise a single web page. The web page 402 of Figure 4a is an example of a page that 
is returned to the user upon a user's request to view the history of a particular customer 

10 account. The user is able to scroll down the web page with the scroll bar 401 on the right 
side of web page 402 to view the entire content of web page 402. Web page 402 of Figure 
4a, for example, includes customer name field 404, customer accoimt number field 406, 
monthly account billing field 408, customer billing history field 409 (Figure 4b), account 
notes field 410 (Figure 4c), work order history field 412 (Figure 4d), and customer 

1 5 equipment field 414. Thus, for a particular customer, a master agent or subagent is able to 
view the details of a customer's account over a secure, inexpensive Internet 
communications link. By accessing the communications network 10 over the global 
Internet, it appears to the user that he or she has accessed a private network, when the user 
has actually accessed a virtual network maintained over the global Internet. 

20 ^ Returning to the flow chart of Figure 3, in step 316, web server 32 polls SQL 

database server 30 for the data necessary to populate the web pages to be displayed. SQL 
database server 30 stores some of the data necessary for populating the fields of some of 
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the web pages. Generally, however, SQL database server 30 stores data that is not 
customer-specific, including data concerning the product offerings of the satellite broadcast 
provider, descriptioxis of programming tier offerings, and data concerning policies and 
procedures of the satellite broadcast provider. If the necessary data is located in SQL 
5 database server 30, web server 32, using Cold Fusion, populates the fields of the selected 
web pages 402 with the data stored in SQL database server 30. 



30, web server 32 initiates a data retrieval operation by SNA server 24. SNA server 24 then 
retrieves the requested data from mainfi^me database 22 in step 320. The data retrieved by 
10 SNA server 24 from mainframe database 22 is screen scraped from SNA server 24 by 
application server 28 in step 322. Application server 28 applies the screen scraped data to 
SQL database server 30 (step 324), where it is retrieved by web server 32, using the Cold 
Fusion product, and applied to the appropriate fields of web page 402 (step 326). 



1 5 data from the networic, the user first transmits a request to transmit data to web server 32. 
Web server 32 next deteraiines the appropriate web page for allowing the user to input data 
to be transmitted to mainframe database 22. After the user has inputted the data into the 
appropriate fields of the web page, web server 32 transmits this data to SQL database server 
30. Application server 28, running Amazon, next performs a screen paste fimction to SNA 

20 server 24, which then applies the data to mainfirame database 22. 



populates and retrieves data from dynamically changing web pages, allowing master agents 



For customer-specific data that is not maintained by SQL database server 



If the user desires to transmit data over the network, rather than retrieving 



In this manner, the communications network 10 of the present invention 
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14, subageats 16, and corporate users of the network to corrununicate between themselves 
via the global Internet. The global Internet provides a communications medium for 
conmiunications network 10 that to the user resembles a conmiunications network 
dedicated for use solely by master agents 14, subagents 16, and corporate headquarters of 
5 the satellite broadcast provider. Communications network 10 is password secured and 
allows for access by only those users authorized to use the network. The communications 
network 10 is also a low cost alternative to more expensive network involving leased 
communication lines. This combination of attributes results in an Intemet communications 
network that, in effect, is a private virtual network that allows secure, dynamic 

1 0 communication between the business nodes of the satellite broadcast provider. 

One application of the private virtual network of the present invention is the 
handling of service calls received by the corporate headquarters 12, master agents 14, or 
subagents 16 of the satellite broadcast provider. An important customer service concern 
of all satellite broadcast providers is the need to quickly respond to customer service calls. 

1 5 The communications network 1 0 of the present invention is particularly well adapted for 
handling these so-called trouble calls and providing efficient service to customers. Trouble 
calls may include such service complaints as poor picture quality, misaligned satellite 
dishes, equipment upgrade requests, and the Uke. Shown in Figure 5a is a flow chart of the 
handling of trouble calls by the commimications network 10 of the present invention. 

20' To obtain an update of the trouble calls in his region, a user, whether a 

master agent 14 or subagent 1 6, will first log on to the networic at step 502 and provide his 
password to be verified by firewall server 34. At step 504, the user requests the status of 
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the trouble calls for which his business unit is responsible. In step 506, web server 32 
identifies the user's unique identity, including whether the user is a master agent 14, 
subagent 16, or corporate user. Web server 32 next identifies the web template necessary 
for displaying trouble call information (step 508). The web template will differ depending 

5 on the access privileges of the user. A corporate user will have greater access privileges 
than a master agent 14, and a master agent 14 will have a greater access privileges to 
information than will a subagent 1 6. A corporate user, for example, can request trouble call 
information for all or some subset of the customers of the satellite broadcasting service. A 
master agent 14 can request trouble call infonnation for all customers under his indirect 

10 supervision, which includes customers serviced by all subagents under his direct 
supervision. A subagent may request trouble call information only for customers under his 
supervision. 

At step 510, web server 32 signals SNA server 24 to retrieve trouble call 
data fi-om mainfirame database 22. SNA server 24 retrieves the requested data from 

15 mainfirame database 22. Depending on the request of the user, the SNA server 24 will 
retrieve data on opened trouble calls and ignore closed trouble calls. Application server 28 
next screen scrapes the retrieved data from SNA server 24 and transmits this infomiation 
to SQL database server 30 (step 514). Web server 32, running Cold Fusion, next populates 
the web page templates with the retrieved data present in SQL database server 30 (step 

20' 516). Shown in Figure 6 is a web page 602 displaying trouble call information for a 
subagent of communications network 10. Web page 602 is a display of all open trouble 
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calls for a subagent 16. The fields of web page 602 include a customer account field 604, 
customer name filed 606, and trouble call symptom field 608. 



serviced a customer and wishes to update the status of the trouble call, the communications 
5 process is similar. Upon a request to update a trouble call received 6om a user, web server 
32 displays a web page that allows the user to input the update information, including the 
name and account number of the customer, and a complete written description of the status 
of the trouble call. Web server 32, using the software application Cold Fusion, uploads the 
information entered by the user in the data fields of the web site into SQL database server 
10 30. Application server 28 next pastes this data to the screen of SNA server 24, which 
applies the data to mainfiame database 22. 



is as a sales force automation tool. Sales force automation is a generic term that describes 
the method by which direct sales agents are notified of sales leads received at a corporate 

15 headquarters. The reporting hierarchy for the sales force automation application of the 
present invention is similar to that for the master agent/subagent appUcation of the present 
invention. The reporting hierarchy for the sales force automation application is shown in 
Figure 7. A corporate headquarters is shown at 12. Reporting to corporate headquarters 
12 is a number of area sales managers 704 and reporting to each of the area sales managers 

20 ' is a number of direct sales agents 706. Each of the corporate headquarters 1 2, area sales 
managers 704, and direct sales managers 706 communicate with one another through 
conmiunicarions links 18, which are Internet commimications links. The role of the area 



When a user seeks to update a trouble call, such as when a subagent has 



A second application of the private virtual network of the present invention 
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sales managers 704 is to monitor the sales efforts of the direct sales agents 706, much like 
the role of master agents 14 is to monitor the activity of the subagents 16. The role of the 
direct sales agent 16 is making direct sales calls to customers who have previously 
contacted the corporate headquarters 12. 

5 Figure 8 depicts a web page of sales leads needing sales agents. The web 

page 802 of Figure 8 will be accessed by an area sales manager 704. By accessing web 
page 802, area sales manager 704 can assign each of the sales leads to a direct sales agent 
706. The assignment of a particular lead to a direct sales agent 706 will be made on the 
basis of the availability of the direct sales agent 706, and the geographic location of the 

10 sales lead and the direct sales agent 706. Direct sales agent 706 may be divided 
geographically to avoid overlapping responsibility. Web page 802 includes a Customer 
Name field 804, a Days Cold field 806, a SALT Disposition field 808, and a Notes field 
810. The Days Cold field 806 indicates how many days have lapsed since the customer last 
contacted corporate headquarters 12. The SALT (Sales and Lead Tracking) Disposition 808 

15 field indicates the current status of the sales lead. For example, the notation "Credit 
Pending" in the SALT Disposition Field 808 indicates that the potential customer's credit 
check is ongoing. The notation "Call Back" indicates that a direct sales agent 706 should 
contact the customer by phone or in person. 

Figure 9 depicts a web page 902 that provides detailed information for a 

20^ single sales lead, hicluded in web page 902 is the Sales Lead Date field 904. which 
indicates the date the lead was first received at the corporate headquarters 12, and the date 
the lead was first made available to the direct sales agents 706. Also included in web page 
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902 is Customer Infonnation field 906 and SALT Disposition field 908. Salt Disposition 
Field 908 includes a pull-down menu 910 that allows the direct sales agent 706 to update 
the status of the sales lead. 

Using the communications network of the present invention, once the direct 

5 sales agent 706 has sold tiie services of the satellite broadcast provider to the customer, the 
direct sales agent can complete the sale at the customer's residence. As indicated in the 
flow chart of Figure 10, the direct sales agent must furst log on to the network and provide 
his password authorization (step 1002). To log on the network, the user must first have to 
establish a commimications link between at the customer's residence. This may involve 

10 using the customer's phone line for modem access between the dnect sales agent's pabntop 
computer and the corporate headquarters 12. The direct sales agent will next request that 
a customer activation screen be displayed (step 1004). This screen will contain the 
necessary data fields for activating the customer's accoimt, including the level of sendee 
purchased by the customer, the method of payment, and customer's personal data. The web 

1 5 server 32 displays the web page with the customer activation screen, which contains blank 
data fields that allow the direct sales agent to enter the relevant customer information (step 
1006), At step 1008, the direct sales agent enters the customer information, including 
payment information.* At this time, the direct sales agent may also accept the customer's 
payment for any up-front and nonrecurring costs or initial services that have been provided, 

20' thoreby avoiding the complexity of later billing the customer for these services. At step 
1010, web server 32 uploads data entered by the direct sales agent into SQL database server 
30, after which application server 28 pastes the data to the screen of SNA server 24 (step 
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1012), SNA server 24 then ^plies the data to the mainfirame database 22. Once the 
customer's data, including pajoneat infonnatioo, has been approved, a confimiation number 
is generated and a confirmation web page is transmitted to the direct sales agent. In this 
manner, the entire sale, including the acceptance of the customer's personal data and 
5 payment, can be accomplished at one time at the customer's residence, avoiding the need 
to bill the customer sqjarately or have the customer contact the corporate headquarters to 
complete the transaction. 



depending on his access level, is able to communicate among the business nodes of the 
1 0 network in a secure and efficient manner. In this manner, the communications network of 
the present invention is able to provide the user with dynamically updated web pages that 
provide information requested by the user. In the same fashion the user is able to supply 
data over the web site to the mainframe database, thereby permitting the mainframe 
database to have the most recent information for transmission, when requested, to users of 
15 the communications network. Because, the communications network of the present 
invention employs the global Internet for its communications links, a private, virtual 
network is provided for communication between users of the system. 



network of a satellite broadcast provider. The communications network of the present 
20 * invention is applicable to communications networks in other business settings that in which 
a secure, low cost commimications system is needed to provide dynamic conrniunication 
between geographically separated business nodes. It should also be imderstood that various 



Thus, using the communications netwoA of the present invention, the user, 



The present invention is not limited in its application to the communicatioiis 
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changes, substitutions, and alterations can be made hereto without departing from the spirit 
and scope of the invention as defined by the appended claims. 
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CLAIMS 

What is claimed is: 

1 . A communications network, comprising: 

a plurality of geographically sq)arate business nodes, each of the business 
5 nodes coupled to the global Internet, each of the business nodes including a digital 
computer for providing access to the global Internet; 

a web server coupled to the global Internet, the web server programmed to 
display a plurality of web sites upon the receipt of a commimications request from a 
business node of the communications network; and 
10 an infomiation database coupled to the web server for providing data to and 

receiving data from the web server in response to requests from the web server to allow the 
web server to populate data fields of the web sites of the web server with data transmitted 
from the information database and to allow the web server to transmit data entered in the 
data fields of the web site to the information database. 

1 5 2, The communications network of claim 1 , further comprising a firewall for 

limiting access to the data of the information database. 

3. The communications network of claim 2, wherein the business nodes are 
hierarchically arranged such that business nodes in higher tiers of the hierarchy have 
supervisory responsibility over one or more business nodes in lower tiers of the hierarchy. 
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4. The communications network of claim 3, wherein the business nodes are 
master agents and subagents in the sales distribution channel of a satellite broadcast 
provider. 

5. the communications network of claim 3, wherein the busmess nodes are 
5 direct sales agents in the sales distribution channel of a satellite broadcast provider. 

6. A communications network for communicating between the business nodes 
of the sales distribution channel of a satellite broadcast provider, comprising: 

a plurality of subagents; 

a plurality of master agents, each of the master agents having supervisory 
1 0 responsibility for one or more subagents; 

a corporate headquarters, the corporate headquarters having supervisory 
responsibility for each of the master agents, wherein each of the subagents, master agents, 
and corporate headquarters having access to a digital computer for accessing the global 
Internet, and each of the subagents, master agents, and corporate headquarters comprising 
15 the business nodes of the communications network; 

a web server coupled to the global Internet, the web server operating a web 
site for the conunimications network and having stored therein templates for producing wd) 
pages to be displayed over the global Internet; 

a database server coi^)led to the web server, 
20 an application server coupled to the database server; 
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a mainframe computer emulator terminal coupled to the application server; 



a mainframe database coupled to the emulator terminal; 



wherein the web server, upon receiving a request from a business node to 



10 



display a web site over the global IntCTiet having certain data therein, instructs the emulator 
tenninal to retrieve certain data from the mainframe database, and wherein the ^plication 
server retrieves the data from emulator terminal and stores the data in the database server, 
and wherein the web server retrieves the data from the database server to populate the fields 
of the web page to be displayed to the requesting business node. 

7. The communicatiom network of claim 6, further comprising a firewall for 
limiting access to the web server. 

8. The communications network of claim 6, wherein the application server 
retrieves certain data from the emulator terminal by executing a software application that 
screen scrapes the data from the emulator terminal. 

9. The communications network of claim 6, wherein the web server retrieves 
data from the application server by executing a software application that dynamically 
populates the fields of the web page to be displayed to the requesting business node. 

10. A communications network for communicating between the business nodes 
of the sales distribution channel of a satellite broadcast provider, comprising: 
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a plurality of area sales managers; 

a plurality of direct sales agents, each of the area sales managers having 
supervisory responsibility for one or more direct sales agents; 

a corporate headquarters, the corporate headquarters having supervisory 
responsibility for each of the area sales managers, wherein each of the direct sales agents, 
area sales managers, and corporate headquarters having access to a digital computer for 
accessing the global Intemet, and each of the direct sales agents, area sales managers, and 
corporate headquarters comprising the business nodes of the commimications network; 

a web server coupled to the global Internet, the web server operating a web 
site for the communications network and having stored thraein templates for producing web 
pages to be displayed over the global Intemet; 

a database server coupled to the web server; 

an application server coupled to the database server, 

a mainframe computer emulator terminal coiq)led to the application server, 

a mainframe database coupled to the emulator terminal; 

wherein the wd) server, upon receiving a request fiom a business node to 
display a web site over the global Intemet having certain data therein, instructs the emulator 
terminal to retrieve certain data from the mainframe database, and wherein the application 
server retrieves the data from emulator terminal and stores the data in the database server, 
and wherein the web server retrieves the data fit)m the database servCT to populate the fields 
of the web page to be displayed to the requesting business node. 
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1 1 . The commimicadons network of claim 1 0, further comprising a firewall for 
limiting access to the web server. 

12. The communications network of claim 10, wherein the ^plication servo- 
retrieves certain data from the emulator terminal by executing a software application that 
screen scrapes the data from the emulator terminal. 

1 3 . The communications networic of claim 1 0, wherein the web server retrieves 
data from the application server by executing a software qjplication that dynamically 
populates the fields of the web page to be displayed to the requesting business node, 

14. A method for communicating between users at the business nodes in the 
sales distribution channel of a satellite broadcast provider, wherein the business nodes 
comprise users at a corporate headquarters and some combination of users comprising 
master agents, subagents, area sales managers, retail outlets, and direct sales agents, 
comprising the steps of 



receiving a data request at a web server from a user who has accessed the 



web site managed by the web server, 



verifying the identification and password information of the user; 



initiating a request by a mainfirame computer emulation terminal for 



customer-specific data maintained on a mainfi^e computer database; 
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retrieving the data &om the mainframe computer emulation terminal by an 

application server, 

transmitting the data from the application server to the database server; and 
retrieving the data by the web server from the database server to dynamically 
5 populate data fields of a web page with the data requested by the user. 

15. The method of claim 14, wherein the step of retrieving data from the 
mainframe computer emulation terminal comprises the step of initiating an application 
program on the aq)plication server that screen scrapes the retrieved data from the mainframe 
computer emulation terminal. 

10 

16. The method of claim 14, wherein the step of retrieving the data by the web 
server from the database server comprises the step of initiating an application program to 
retrieve data from the database server to dynamically populate data fields of a web page 
with the data requested by the user. 

15 17. A method for conamunicating between users at the business nodes in the 

sales distribution channel of a satellite broadcast provider, wherein the busmess nodes 
comprise users at a corporate headquarters and some combination of users comprising 
master agents, subagents, area sales managers, retail outlets, and direct sales agoits, 
comprising the steps of: 
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receiving a data request at a web server from a user who has accessed the 
web site managed by the web server, 

vCTifying the identification and password information of the user; 
displaying for the user a web page having blank data fields for entry by the 

5 user; 

receiving at the web server data entered by the user in the web page 
displayed to the user; 

transmitting the data from the web server to a database server; 

removing the data fix)m the database server by an application server; 
10 applying the data to a mainfi:ame computer emulation terminal; 

transmitting the data from the mainframe computer emulation terminal to 
a mainframe computer database. 

18. The method of claim 17, wherein the step of applying the data to a 
mainframe computer emulation terminal comprises the step of initiating an application 

15 program on the application server that applies the data to the mainframe computer 
emulation tem[iinal. 

19. The method of claim 17, wherein the step of transmitting the data from the 
web server to a database server comprises the step of initiating an ^plication program to 
transmit the data from the web server to the application server. 
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20. A metiiod for populating the data fields of dynamically changing web pages 
with data stored in a legacy main&ame database, comprising the steps of: 

receiving data stored on the mainfirame database at a mainfirame database 
terminal emulator; 

screen scraping the data from the mainframe database temiinal emulator, 
storing the screen scraped data in variables in an intermediate database 

server; and 

retrieving the data from the database server and populating the data fields 
of a selected web page with the data. 

2 1 . The method of claim 20, wherein the step of screen scrying the data from 
the database terminal emulator comprises the step of executing an appUcation program from 
the intermediate database server that screen scrapes the data from the database terminal 
emulator. 

22. The method of claim 20, wherein the step of retrieving the data &om the 
database serv^ and populating the data fields of a selected web page comprises the step of 
executing an plication program transmit the data from the database server to the web 
server. 

23 . A method for applying data to a legacy mainfirame database, comprising the 
steps of: 
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receiving the data in data fields of a web page; 

retrieving the data firom the data fields of the web page and storing the data 
in a database server; 

screen pasting the data to a mainframe database terminal emulator, and 
5 transferring the data fi^om the mainfirame database terminal emulator to the 

legacy mainfiimie database. 

24. The method of claim 23, wherein the step of screen pasting the data firom the 
database terminal emulator comprises the step of executing an application program torn 
the intermediate database sender that screen pastes the data to the database terminal 

10 emulator. 

25 . The method of claim 23, wherein the step of retrieving the data firom the data 
fields of the web page and storing the data in a database server comprises the step of 
executing an application program transmit the data from the fields of the web page to the 
database server. 

1 5 26. The communications network of claim 1 , wherein at least one of the business 

nodes is a master agent. 

27. The communications network of claim 1 , wherein at least one of the business 
nodes is a subagent. 
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28. The cx>imniinicatioiisnetworic of claim l,wiierein at least one of the business 
nodes is a retail outlet. 
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